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I0T CHARACTERISTICS
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I0T BENEFITS
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Benefits of loT
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DRAWBACKS OF IOT
o

Privacy Issue
- With the advancement in technology and social media, user’s data is always all
available on the internet SRR RS-0
+ With the things being connected with the internet, hackers are provided with yet
another tool to be able to break into the network and steal the information. Y
g n¥

« Data being all time available, there is every possibility that your data can be
N Eiana Chandra e ..

misused.
= The information they are given access to could also be misused by companies to

exploit the users.
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10T CLOUD PLATFORMS

« 10T cloud platorms do the task of bringing together the capabilities of IoT (]
devices and cloud platforine to pexfor end - to-end service.
* JoT o Thas multip) # and it is connected to the cloud via gateways.

« Various devices are connected to the internet and big data (s processod through
kT é and gets d to iple appl

+ JoT cloud is deployed in three different ways such as Saa8 (noftware as a service), 3
PaaS (platform as & service), and laaS (infrastructure as a service).

« It is built on top of the other genetic clouds such as Microsoft, Amazon, Google, eto.

+ JoT cloud platforms do the task of stretching and analyzing data and process it A
through the cloud and devicas. i
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TECHNOLOGY BEHIND IOT

OHardware (Arduine Raspberry Pi, Intel Galiloo, Intel Edison, ARM mBed, Bosch XDK1 10, oL £
Boagle Bone Black and Wircless SoC) : -

Qln d Devolop E for doveloping device [ and
(IDE)

MERIN REJ

OProtocols [RPL, CoAP, RESTIul HTTP. MQTT. XMPP (E. ible M ing and P
Protocal)}

QCommunication (Fowerline Ethernet, RFID, NFC, SLowPAN, UWB, ZigBee, Bluatacth, WiFi,
WiMax, 2G/3G/4G)

QNetwork backbone (IPv4, [Pv6, UDP and 6LowPAN)
OSoftware (RIOT OS, Contiki OS, Th Mist Eclipse oT)

Qlnternetwork Cloud Platforma/Data Contro (Sense, Thing Worx, Nimbits, Xively, dpenHAB, » = -
AWS IoT, IBM BlueMix, CISCO 10T, 10x and Fog, EvryThng, Azurs, TCS CUP)

g algorithms and soft fﬁ :
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MAJOR COMPONENTS OF I0T DEVICES )
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stacks using 6LowPAN, CoAP. LWM2M, IPv4,
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FIRMWERE

= Firmware is a specific class of P 1 that provides low-level 1fora
device's spocific hardware

* Firmware is the low-level soft P ing the hard of a microp ar MERIM REN Elksna Chandra Re...
microcontraller-based dovice.
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10T GATEWRY

* Gatoways are part of the technology of loT
that can be used to help connect IoT
devices to the cloud.

* Though not all loT davices require a gateway,
thoy can be used to ostablish device-to-
device cati or deovices
that are not IP-based and cannot connect
to the cloud directly.

» Data collected from loT devices moves
a - A Tae

Elkana Chandira Re—.

S

SANTHOSH NAMBL.,

gh a g Y gets pre-p
the edge, and then gets sent to the cloud.
* Using JoT gateways can lower latency and
reduce transmission sizes.

* Having gateways as part of your IoT protocols
provide an additional layer of security by
P ing data ing in both directl
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LOW-POWER, SHORT-RANGE NETWORKS _' Suverna Bhole
Bluetooth

» Oood for high-speed data transfer, Bluotooth sends both voice and data mgnals up 10 10 metess.
nye

= A set of ¥ P s for tion two o owar & dinrance Elkana Chandra Re.,
of 4 em (1 2 in) or loan, NFC offors a low-speed connection with & sumple setep hat can be waed

i _» The low cost of operating Wi-Fi makes it a standasd across homes and offices. Howews: it may pat be
- thexight choice for all sconarios bocause of its Limited range and 34/7 enargy consuwmpian.
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spocification for a swte of high-level communication protocals wsed to cieate
‘with small, low-power digital radios.




| Data Distribution Service (DDS)
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LOW-POWER, WIDE-AREA NETWORKS (LPWAN)

LPWANSs enable ication across a mini: of 500 qui imal potver, and are
used tora ot loT < plos of LI'WANS are:
4G LTE loT

. ng‘lkﬂnc.ﬁy and low ln:m. those netwuiks are & great
A ! Som oF

choice for [oT scenarios that requise

5G IaT

gh not yet P d to enable furthar innovationa in loT by
providing much faster speed ‘—‘,mmutymnndmdn-lnlqb-n
arca.

LoRaAWAN

« Long-range wide-area networks (LoRaWANs)
devices.
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APPLICATION LAYER

mwupmnhwmbem.-nhuusndm dewnice rnttun & given 10T protocel.

L= P 1 (AMQF;
* A layer creates b i It balps a range of systems
and applications work dardized on an scale.
: App (Conw)
*A d-bandidth and d k p '] d for devicws with lisalted
capacity to in hi hine © ication. CoAP is also & o uunant-tansls
\ B th over User D i 1 (UDF),

< . peer-to-peer communication protocel that does everytlung Brom running tiay deviees i

g high DDsS 1 B ek and
‘complexity.

ge Queue Telemetry Transpest (MOTT)

designed lar lHghtweight hine-t hi ation and prumasly
h to remote locati

) SIS ubscriber pattern and is ideal for small el imeusi
battery use.
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TRANSPORT LAYER

* In any IoT protocol, the transport 1a b freeanics
col, yer enables and safeguards the comrnsunication
of the data as it 11avels between layers.

¢ Transmission Contrel Protocol (rce) N Eikana Chandra Re—
* The dominant ;i ct1ocal for a majority of internet connectivity. ‘ :
* It offers host-to-host communication, breaking large sets of data into

individual kets and ding and bling packets as ded 3
= User Datagram Protocol (UDP) A

A ions prot 1 that enables process-to-process communication and Aditya Waichol
runs on top of IP.

= UDP improves data transfer 1ates ovesr TCP and best suits applications that
require losslcss data transmissions.
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NETWORK LAYER )

+ The network layer of an IoT protocol helps individual devices comumurn cate wir
the router,

iw» i R Kikana Chandra Ra
g N
~ » Many loT proio: ola utilize IPvA, wiile more recent exscutions use

IoT protocol works best withh low-power devices that have lsbted
ng capabilities.
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min 10:38 AM | 12:44 PM
12:37

50 sec 11:30 AM AM

44 min 10:51 AM | 12:17 PM
11:27

9 min 11:18 AM AM

3 min 12:40 PM | 12:44 PM

26 sec 12:01 PM | 12:02 PM
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10:56
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